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Abstract. In this paper, we addressed improving the
physical layer security (PLS) of an energy harvest-
ing (EH)-based wireless network composed of a source
node, which is operated by the harvested energy from
the power beacon and sends secure information to a
destination in the presence of an eavesdropper and a
cooperative jammer (CJ). In particular, we provided
an explicit transmit design for minimizing the secrecy
outage probability (SOP), subject to a minimum secrecy
rate constraint. The results show that support from a
friendly jammer can significantly improve the reliabil-
ity and security performance of the system. Addition-
ally, we described the effects of particular factors on the
optimal possible temporal distribution between informa-
tion transmission and energy harvesting. As a result,
when considering the SOP, we concluded that there ex-
ists an optimal value of the time switching factor for
the system to function well. The analytical formulas
were verified by Monte Carlo simulation.

Keywords

Physical layer security (PLS), energy harvest-
ing (EH), cooperative jamming (CJ), secrecy
outage probability (SOP).

1. Introduction

The term "Internet of Things" (IoT) generally refers to
situations in which network connectivity and comput-
ing capability extend to ordinary items, sensors, and
objects not typically thought of as computers, enabling
these devices to generate, exchange, and use data with
minimal human intervention [1, 2]. In recent years,
a wide range of IoT applications and next-generation
communication (5G and beyond) have been deployed
in areas such as smart cities, crowd dynamics man-
agement, spatial crowdsourcing, security surveillance,
and environment monitoring [3]. However, as most
IoT devices have limited battery life, one of the most
commonly acknowledged challenges is figuring out how
to autonomously maintain connectivity and network
longevity. While it is possible to replace or recharge the
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battery, there are certain deployments and conditions,
such as dangerous situations, remote or underground
locations, and places devastated by natural disasters,
that make these methods unfeasible, costly, or impos-
sible [4].

Recently, as opposed to waiting for a breakthrough
in energy storage technology, an epoch-making tech-
nique, the wireless power transfer (WPT) technique is
garnering more attention as a way around the present
technological limitations with batteries. This appar-
ently magical method has the ability to alter our cus-
tomary procedures for energy use in a variety of ap-
plications, including integrated circuits, solar-powered
satellites, electric vehicles, unmanned aerial vehicles,
portable electronics, implanted medical devices, wire-
less sensor networks, and more [5, 6]. Two varieties
of WPT-based networks exist. First, there is simul-
taneous wireless information and power transmission
(SWIPT) [7], where radio frequency (RF) signals are
utilized to charge the energy-harvesting (EH) receiver
in addition to transmitting information. Because both
the EH circuit and the decoding circuit are part of
the transceiver, this type of SWIPT-enabled receiver
has a symmetric structure. The maximizing prob-
lem of energy efficiency (EE) of the SWIPT-Enabled
IoT Network system under the limitations of quality
of service and transmission power was examined by
the authors in [8]. Furthermore, three widely-used
protocols—time switching (TS), power splitting (PS),
and antenna splitting (if the receiver has two or more
antennae)—are suggested in the literature to imple-
ment a technique like this. In particular, the perfor-
mance of random networks with three user protocols
of selection under the PS protocol was examined by
the authors in [9]. The outage probability (OP) of
the cooperative cognitive radio network operating un-
der the PS protocol was examined in [10]. Further-
more, Tan and other writers calculated the IoT net-
works’ throughput over independent and non-idential
distribution (i.n.i.d.) Rayleigh fading using SWIPT
[11]. Throughput analysis of the optimal relay selec-
tion network with in-phase and quadrature-phase im-
balances under the TS protocol was examined by the
authors of [12]. The second kind of this network is
known as the wireless-powered communications net-
work (WPCN), wherein specialized power stations like
a power beacon (PB) or a hybrid access point are the
only sources of power for the batteries of the EH-based
devices. As well, it is recommended that PB-based
WPCN be considered as a viable option for energiz-
ing wireless networks and facilitating a great deal of
applications that demand high EE [13]. In [14], intel-
ligent reflecting surface-assisted user cooperation in a
WPCN was considered, where two users harvest wire-
less energy and transmit information to a common hy-
brid access point. The authors investigated the perfor-

mance analysis and presented the algorithms for the
PB-assisted wirelessly powered non-orthogonal multi-
ple access (NOMA) IoT-based systems in [15]. The ex-
act close-form expressions for the OP, throughput, the
optimal sum throughput, and EE were derived. The re-
lated works on WPCN concentrated on its applications
to cognitive radio networks [16], cellular networks [17],
and relaying networks [18]. In particular, the authors
of [17] looked into the EE of two-tier cellular networks,
in which one tier of the base station (BS) operates on
renewable resources. To capture the randomness of the
wireless networks, other BSs and end users are modeled
according to the Poison Point Process. Their findings
show that there exists a transmit power value that is
ideal for optimizing the multitier cellular network.

Additionally, it is anticipated that the next genera-
tion of mobile networks (5G, 6G, etc.) will significantly
increase the global penetration of IoT. In recent years,
there has been a noticeable increase in the deployment
and performance optimization of IoT networks, as well
as their integration with both existing and future cellu-
lar networks, thanks to the efforts of wireless standard-
ization organizations across the globe. However, due
to wireless communications’ openness and the antici-
pated surge in linked devices, there will be previously
unheard-of security breaches and vulnerabilities. Be-
cause wireless communications include broadcasting,
which makes them vulnerable to various forms of wire-
tapping, information security has grown to be a major
concern. Even more of a security risk exists in IoT net-
works. This is because unlicensed bands are used by
the majority of IoT networks, including WiFi HaLow,
SigFox, and LoRa. Furthermore, the exponential an-
nual growth in IoT device connections to wireless net-
works makes them increasingly susceptible to wiretap-
ping attempts, even from intranet networks. Plenty of
research has been done recently to pave the way for
the integration of physical layer security into modern
and futuristic networks. When it comes to wireless net-
works, PLS algorithms have twice the benefits of tra-
ditional cryptography techniques in the context of 5G
and beyond. The first advantage of PLS over higher-
layer cryptography is its independence from computa-
tional complexity, especially since it exploits the char-
acteristics of the wireless channel instead of cryptog-
raphy to secure communications [19, 20]. Thus, even
with highly capable computational eavesdroppers, se-
cure and reliable communications can be guaranteed.
The second is that PLS approaches exhibit extraordi-
nary scalability [21]. It is important to remember that
PLS can be applied as an extra security layer on top
of the ones that are already in place. PLS can be used
in conjunction with other security technologies to offer
private and secure communication data in wireless net-
works that are capable of supporting 5G [22, 23]. Relay
networks [24], cellular networks [25, 26], cognitive ra-
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dio networks [27], the IoT [28], massive multiple-input
multiple-output networks [29], and intelligent reflecting
surface-based NOMA networks in the downlink and up-
link scenarios with a pernicious eavesdropper[30], etc.
have all used PLS. Various techniques have been de-
vised to lower the quality of the wiretapped signals
at the eavesdropper, such as multi-antenna-creating
beams, cooperative beamforming, and artificial noise.
PLS in two-way energy-constraint relaying networks
has been implemented by the authors in [31] with three
secret cooperative transmission protocols, including se-
cure two-way communication, secure two-way com-
munication with network coding, and secure two-way
communication with cooperative jamming and network
coding. To enhance outage performance in two-way re-
laying networks under PLS, binary jamming message
solutions for source-wiretapping [32] or combining bi-
nary jamming and network coding [33] are used. In ad-
dition, numerous studies have improved our knowledge
of the physics layer’s basic capacity to maintain secure
communications and shown its ensuing limitations[34].

One of the main technologies of 5G cellular com-
munications is device-to-device (D2D) communication,
which allows adjacent user pairs to connect directly in-
stead of via the BS [35]. This technology has drawn
a lot of interest. Increased cellular coverage, reduced
transmission latency, improved energy economy, and
improved spectrum efficiency are just a few of the ben-
efits of D2D communications [36]. Additionally, D2D
communication provides new benefits for mobile ser-
vices for a number of proximity-based applications, in-
cluding social networking, content sharing, and mul-
tiplayer gaming [37]. D2D communication can be di-
vided into two categories based on the spectrum band
utilized: in-band D2D and out-band D2D communica-
tions. In the first approach, D2D communication and
the cellular network share the same frequency band
[36], while in the second approach, the D2D network
uses the unlicensed spectrum band [37]. The interfer-
ence caused by the sharing of spectrum between D2D
and cellular communications is one of the most im-
portant issues in cellular networks that have in-band
underlay D2D communication. Such interference is
traditionally considered a negative that impairs cel-
lular network performance. Therefore, the previous
D2D communication efforts concentrated on using in-
terference management strategies to reduce the inter-
ference impacts in cellular networks. These works are
predicated on the negative notion that the interference
generated by spectrum sharing must be avoided, con-
trolled, or mitigated by a variety of means. Nonethe-
less, as recently suggested in [38, 39], such interference
may be advantageous from a PLS standpoint since it
may be used as artificial noise in CJ to paralyze mali-
cious eavesdroppers and assist cellular users in avoid-
ing eavesdropping. As long as there is less interference

from the cognitive users than there is from the eaves-
droppers, this is feasible. Spurred by this observation,
recent studies have examined in-band D2D communi-
cation from the PLS perspective [40, 41].

Especially, the idea of EH, which is the direct use
of available energy in the environment through energy
conversion from a specific physical domain into elec-
tricity, was raised a decade ago and is now an inten-
sive research and application field [42]. In fact, spec-
tral efficiency and quality of service limitations have
become less important considerations for wireless net-
works in favor of EE and green communication [43, 44].
This is particularly true for generational communica-
tion in 5G and beyond networks, which aim to mini-
mize power consumption.Green and inexhaustible en-
ergy resources, including solar, wind, thermal, and me-
chanical vibrations, are being explored as ways to in-
crease the EE of networks with limited resources, in-
cluding wireless sensor networks. Regretfully, the en-
vironment has a major influence on how these energy
sources are collected. Unlike the techniques mentioned
above, EH using RF signals has gained a lot of interest
and emerged as a promising alternative in recent years,
particularly because RF signals can be used for simul-
taneous energy and information transmission. RF EH
performance in a range of wireless networks and com-
munication schemes has been studied recently, includ-
ing wireless sensor networks [45], mobile networks [46],
the NOMA scheme [47], cognitive radio networks [48],
bidirectional relay networks [49], multiple-antenna net-
works [50], and multi-hop relay networks [51]. In 2020,
in particular, Duy et al. [52] examined two-way half-
duplex wireless relay networks in a Rayleigh fading
environment with partial relay selection and hybrid-
TPSR-based EH at the relay node, in which there is
an eavesdropper in the vicinity of one source node. The
closed-form formulas for the outage probability and in-
tercept probability in the authors’ model have been
developed.

In addition, the closed-form expression of the secrecy
outage probability (SOP) and the SOP-constrained se-
crecy rate are often adopted as performance metrics in
models. To increase the security of a cooperative re-
lay network, the authors of [24] suggested a generalized
multi-relay selection strategy. In order to reduce the
SOP, they concurrently optimized the power allocation
factor and the number of relays using a semi-closed-
form definition of the SOP. The secrecy outage per-
formance of satellite-to-terrestrial downlink transmis-
sions with one authorized receiver and one eavesdrop-
per dispersed randomly over the satellite’s footprint
was examined by the authors in [53]. In [54], SOP and
a viable secrecy rate for a vehicle relay network were
investigated using CJ and superposition coding tech-
niques. Phu et al. [55] studied an EH-aided underlay
single-input, multiple-output cognitive radio network

© 2024 ADVANCES IN ELECTRICAL AND ELECTRONIC ENGINEERING 3



Bui Vu MINH et al. VOLUME: 22 | NUMBER: 4 | 2024 | DECEMBER

in the presence of eavesdroppers. The channels within
the network are assumed to follow Nakagami-M dis-
tribution, and the system SOP performance is evalu-
ated under colluding eavesdropping and non-colluding
eavesdropping scenarios. Various techniques have been
suggested to lower the quality of wiretapped communi-
cations at the eavesdroppers, such as reconfigurable in-
telligent surfaces [56] and co-channel interference [57].

On the other hand, research on the integration of
PLS with energy harvesting is scarce [58, 59, 60]. More
precisely, we looked at the scenario of totally wireless
networks, whereas the authors in Ghosh et al. in [58]
examined the secrecy performance of an undersea op-
tical communication - RF network. Furthermore, they
took into account the relay’s ability to assist in convert-
ing optical signals into electrical signals, but we do not
use relays to change the signal’s form. Moreover, we
utilize EH-enabled communications at the source node
to enhance the network’s overall EE, while they do not
take this method into account in their work. Contrar-
ily, Nguyen and other researchers in T. N. Nguyen et
al. in [59] determined the OP and intercept probability,
while the SOP is the subject of our current work, which
is more difficult due to the numerous correlated vari-
ables from both the legitimate and wiretap links. An-
other difference between the two works is that our ap-
proach considers the PB to power the wireless devices,
whereas theirs uses SWIPT. The study conducted by
Tuan et al. [60] examined the secrecy performance of
a two-way relaying SWIPT network that included a
hidden eavesdropper. Specifically, the power splitting
ratio, uplink transmission power, and downlink beam-
forming vectors were all concurrently optimized.

Different from some of the above-related works, in
this paper we investigate the performance of EH-based
wireless networks where a source is charged by har-
vested energy from a PB in the presence of eavesdrop-
pers. Besides, to stop eavesdroppers from decipher-
ing the secret communication, a cooperative jammer
sends out jamming signals. In addition, a CJ scheme
is proposed to further enhance PLS. Specifically, we
provide a transmission design that is expected to min-
imize SOP, and we hope that applying our approach
will be effective and thus serve as a basis for applica-
tion to our other work in the future. This paper’s main
contributions and novelties are summarized as follows:

• We considered an EH-based wireless network com-
prising a source, a destination, a PB, a CJ, and an
eavesdropper. More precisely, the source’s opera-
tions only respond to the energy that is captured
from the PB, thereby increasing the EE of the net-
works under consideration.

• The security performance of the networks under
consideration was examined by us. The closed-
form expression of the SOP is provided.

Fig. 1: System Model

Fig. 2: System Model

• We presented Monte Carlo simulations to assess
the reliability of our framework and conclusions.
To provide more insights into the physical mean-
ing, the effect of a few critical parameters on its
performance is also explored.

2. System Model

In this paper, we consider a wirelessly powered network
that includes a source (S) that communicates with one
destination user (D), and an eavesdropper (E) that also
receives the information signal and wants to decode it,
as shown in Figure 1. However, if a jammer (J) trans-
mits a jamming signal to make the information signal’s
SNR poor at the E receiver, the jamming creates in-
terference at it and deteriorates the strength of the
information signal. We also assume that before, D and
S could know the jamming signal of J, which can be
considered harmless to both of them. Furthermore, we
also have a PB (denoted by P), which is replenished
by the battery of the source node S. In our research,
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we assume that the system model is working in the
TS-based protocol, as displayed in Figure 2. In the
first half interval αT time, the source S harvests en-
ergy from the PB signals, in which α is the TS factor
and 0 < α < 1. In the remaining half-interval time
(1−α)T, the S node spends all the harvested energy
at the first phase to send data to the D by virtue of
the harvest-then-use protocol being employed at the
S node, and at the same time, J also broadcasts the
jamming signal, which is known by D.

Let’s refer to the links among these nodes as the
given channel coefficients hPS, hPJ, hSD, hSE, and
hJE as well as the links P → S, P → J, S →
D, S → E, J → E, respectively. Assume that hX
(X ∈ {PS,PJ,SD,SE, JE}) are Rayleigh fading chan-
nels, the channel gains γX = |hX|2 are exponential
random variables (RVs) whose cumulative distribution
function (CDF) are given as:

FX(x) = 1− exp
(
− x
λX

)
. (1)

To take into account the simple path loss model, we
can formulate the parameters as follows:

λX = (dX)
−ω
. (2)

where ω is the path-loss exponent and dX is the dis-
tance between two respective nodes.

Then, probability density function (PDF) of γY is
given by:

fγY (x) = 1
ξ exp

(
−x
ξ

)
. (3)

where ξ ∈ {λPS, λPJ, λSD, λSE, λJE} .

In the EH phase, P transmits energy signals to S for
a period of time αT, and T is the time duration for the
whole procedure, as shown in Figure 2. The harvested
energy at S and J is given as follows:

ES = αTηPP γPS , (4)

EJ = αTηPP γPJ , (5)

where PP represents P’s transmit power and η is the
energy conversion efficiency in the interval η ∈ (0, 1).
Thus, at the second phase, the transmit power of S and
J is calculated as:

PS = ES

(1−α)T = αηPP γPS

1−α = χPP γPS (6)

PJ = EJ

(1−α)T = αηPP γPJ

1−α = χPP γPJ (7)

where χ = αη
1−α . In the data transmission phase, S

transmits unit power signals x to D, i.e., E
{
|x|2

}
= 1.

Where E {.} is the expectation operator. Especially
when the jamming signal is issued by J, the legitimate
channels S are already aware of the interference signal

and can easily remove the interference using successive
interference cancellation. Thus, the received signals at
D are given as follows:

yD =
√
PShSDxS + nD. (8)

Here, nD is the additive white Gaussian noise of the
destination and N0 is the noise variance. The SNR at
D is then computed as follows:

γD =
E{|signal|2}
E{|noise|2} = γSDPS

N0
. (9)

With the help of (6), the SNR at D is rewritten as:

γD =
χPpγPSγSD

N0
= χψγPSγSD (10)

where ψ =
Pp

N0
. At the same time, when the signal

from S is transmitted to the destination, the jammer
also emits an interference signal to the thief, E. From
there, the signal received at E is calculated as follows:

yE =
√
PShSExS +

√
PJhJExJ + nE . (11)

where nE is the additive white Gaussian noise of the
destination and the SNR at E is then computed as
follows:

γE =
E{|signal|2}
E{|noise|2} = γSEPS

γJEPJ+N0
. (12)

Using the fact that N0 << PP , then by doing some
algebra, and finally by substituting (6) into (7) , we
have:

γE =
χγSEγPSPp

χγJEγPJPp+N0
≈ γSEγPS

γJEγPJ
. (13)

The instantaneous capacity of D and E is given by

CD = (1− α)log2(1 + γD) (14)

CE = (1− α)log2(1 + γE) (15)

By substituting (10), (13) into (14) and (15), then
by doing some algebra, the instantaneous capacity of
D and E can be rewritten as:

CD = (1− α)log2(1 + χψγPSγSD) (16)

CE = (1− α)log2(1 +
γSEγPS

γJEγPJ
) (17)

The secrecy capacity of individual signal is defined
as:

CSec = max [0;CD − CE ] . (18)

It can be seen that if CD > CE , or if CSec = CD −CE ,
then our suggested method makes sense, and vice versa.
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3. Performance Analysis

The probability of secrecy capacity falling below the
target secrecy rate is known as the SOP. In particular,
the SOP is the probability that the instantaneous ca-
pacity of the main link divided by the instantaneous ca-
pacity of the eavesdropper link is smaller than a given
threshold Rth, which is expressed as follows:

SOP = Pr (CSec < Rth) = Pr (CD − CE < Rth)
= Pr [(1− α) (log2(1 + γD)− log2(1 + γE)) < Rth]

= Pr
[
log2

(
1+γD
1+γE

)
< Rth

1−α

]
= Pr

[
1+γD
1+γE

< 2
Rth
1−α

]
(19)

We assume that the P’s transmit power and that
the SNR at destinations is large enough. Therefore,
an approximate formula to apply to SOP to make the
calculation less complicated is calculated as follows:

SOP ≈ Pr
[
γD
γE

< 2
Rth
1−α

]
(20)

By substituting (10), (13) and γth = 2
Rth
1−α into (20) ,

then by doing some algebra, the SOP can be rewritten
as:

SOP = Pr

[
χψγPSγSD

γSEγPS
γJEγPJ

< γth

]
= 1− Pr

[
χψγPSγSD

γSEγPS
γJEγPJ

> γth

] (21)

So (21) is calculated where γPJE = γPJγJE as follows:

SOP = 1− Pr
(
γPJE > γthγSE

χψγSD

)
= 1−

∫∞
0
fγSE

(x)
∫∞
0
fγSD

(y)

×
[
1− FγPJE

(
γthx
χψy

)]
dxdy

(22)

With the help of [[61], Eq. 3.324.1], we claim:

SOP = 1−
∫∞
0
fγSE

(x)
∫∞
0
fγSD

(y)
√

4γthx
χψyλPJλJE

×K1

(√
4γthx

χψyλPJλJE

)
dxdy

= 1−
∫∞
0

∫∞
0

exp
(

−x
λSE

− y
λSD

)
λSEλSD

√
4γthx

χψyλPJλJE

×K1

(√
4γthx

χψyλPJλJE

)
dxdy

= 1−
∫∞
0

exp
(
− y

λSD

)
λSEλSD

√
4γth

χψyλPJλJE

×
∫∞
0
x1−

1
2 exp

(
−x
λSE

)
K1

(
2
√

γthx
χψyλPJλJE

)
dxdy

(23)
With the help of [[61], Eq. 6.643.3], we have:

SOP = 1−
∫∞
0

1
λSD

W−1, 12

(
γthλSE

χψyλPJλJE

)
× exp

(
−y
λSD

+ γthλSE

2χψyλPJλJE

)
dy

(24)

However, the integral in equation (24) is a tough task
to find a closed-form expression. Hence, by applying
the Gaussian-Chebyshev quadrature in [62], SOP can
be approximated . As a result, with ϕn = cos

(
2n−1
2N π

)
,

SOP can be given as:

SOP ≈ 1− π2

4N

N∑
n=1

√
1− Φ2

n

×


1

λSD
W−1, 12

(
γthλSE

χψλPJλJE tan[(Φn+1)π
4 ]

)
× exp

(
− tan[(Φn+1)π

4 ]
λSD

+ γthλSE

2χψλPJλJE tan[(Φn+1)π
4 ]

)


×sec2
[
(Φn + 1) π4

]
(25)

4. Numerical results

In this section, we provide numerical results to not
only verify the accuracy of the proposed mathemat-
ical frameworks but also discuss the insights of the
SOP with respect to some key parameters by using
the Monte Carlo approach [63, 64, 65]. The simulation
parameters are listed in Table 1.
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Monte-Carlo simulation
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Fig. 3: The SOP versus ψ (dB)with varying Rth and η = 0.8,
α = 0.5

With varying Rth, the fixed values η = 0.8 and α
= 0.5, Figure 3 displayed the SOP versus ψ(dB). The
curves of SOP match the Monte Carlo simulation find-
ings exactly, as can be seen. By observing in Figure 3,
an increase in ψ will result in a drop in SOP. Because
the higher ψ is applied, the higher harvested energy
at the source will be obtained, and the received SNR
will be greatly improved when ψ is large. In addition,
when Rth is decreased, better SOP performance will
be claimed. It can be explained that the higher Rth
leads to a higher system threshold based on the defi-
nition of SOP as in equation (19). At the same time,
when versus ψ(dB), Figure 4 shows SOP with varying
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Tab. 1: Simulation parameters.

Symbol Parameter name Value

Rth Target rate 0.1; 0.5; 2
1(bps/Hz)

η EH efficiency 0.8
α Time switching ratio 0.5
dPS Distance between P and S 1m
dPJ Distance between P and J 1m
dSD Distance between S and D 1m
dSE Distance between S and E 2m
dJE Distance between J and E 0.5m
ω Path-loss exponent 2.2

ψ
Transmit power to

noise ratio at source 5 to 50 (dB)
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Fig. 4: The SOP versus ψ (dB)with varying η and Rth = 0.1,
α = 0.5

η, the fixed values Rth = 0.1 and α = 0.5. Here, when
increasing the energy conversion efficiency, η leads to
higher energy obtained at S and J, and this is specif-
ically proven through the formulas (4) and (5). This
means that the larger η is, the smaller the SOP is, thus
increasing the security of the systems under consider-
ation.

Using fixed parameters η = 0.5, Ψ(dB) = 10, andRth
= 0.1 (bps/hz), we sequenced the SOP versus dPJ and
dJE with different α in Figures 5 and 6. As a result,
the performance of the SOP regarding the distance be-
tween the nodes of the power transfer and jamming
links. Specifically, in Figure 5, we observe that if the
distance from P to J of the power transmission link is
smaller, the SOP is significantly improved. It can be
explained that when dPJ is smaller, λPJ in (2) is larger,
thereby leading to a larger channel gain, |hPJ|2. This
leads to an increase in the collected energy and the
output power at J. Furthermore, increasing the time
switching factor α also supports SOP improvement.
All this is clearly shown in formulas (5) and (7). In
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Fig. 5: The SOP versus dPJ with varying α and η = 0.8,
Rth = 0.1, ψ (dB) = 10

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

d
JE

10
-3

10
-2

10
-1

10
0

S
e

c
re

c
y
 O

u
ta

g
e

 P
ro

b
a

b
ili

ty
 (

S
O

P
)

Monte-Carlo simulation

SOP-Ana with α = 0.25

SOP-Ana with α = 0.5

SOP-Ana with α = 0.75

Fig. 6: The SOP versus dJE with varying α and η = 0.8,
Rth = 0.1, ψ (dB) = 10

particular, the improved SOP in Figure 6 may explain
that when the distance between J and E is smaller,
the gain of channel |hJE|2 is larger. At this point, the
eavesdropper E is impacted by the jamming signal at
J, which lessens the signal that E steals. Equation (13)
provides evidence for this.

Finally, Figures 7 displayed the OP versus α, with
varying Ψ(dB), the fixed values η = 0.8, and Rth = 1.
The curves of SOP match the Monte Carlo simulation
findings exactly. The time switching factor η plays an
important role because it affects the portion of the time
used for energy collection and data transmission. As a
result, the higher the value of η, the more energy is col-
lected at S and J. However, the received data at D and
the possibility of interference at E will decrease, and
vice versa. This is shown in Figure 2. Thus, SOP will
result in a concave function; hence, SOP can obtain the
best value at the optimal point of η, and after that, the
performance deteriorates. By observing in Figure 7,
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Fig. 7: The SOP versus α with varying ψ (dB) and η = 0.8,
Rth = 1

SOP with Ψ(dB) = 10, 20, 30 can obtain the best val-
ues, respectively, at point η = 0.6. Furthermore, when
the value of η is η < 0.6, the SOP is incremental, and
the SOP with all values varying Ψ(dB) will converge to
1, and the system is not able to transmit securely. In
addition, the increasing Ψ(dB) also improved SOP, as
discussed in Figures 3 and 4. Once again, when con-
sidering the SOP, selecting suitable parameters plays
an important role in order for the system to work well.

5. Conclusion

In this paper, we discussed enhancing the PLS of an
EH-based wireless network composed of a source node,
which is operated by the harvested energy from the
power beacon and sends secure information to a desti-
nation in the presence of an eavesdropper and a coop-
erative jammer. In particular, we provided an explicit
transmit design for minimizing the SOP, subject to a
minimum secrecy rate constraint. From the numeri-
cal results, we show that friendly device assistance can
significantly improve the reliability and security per-
formance of the system. Not only that, increasing the
signal that causes interference from thieves improves
the SOP. Moreover, we characterized the impacts of
specific parameters on the optimal time allocation be-
tween energy harvesting and transmitting information.
Based on our in-depth theoretical analysis in Figure 7,
we concluded that there exists an optimal value of time
switching factor α = 0.6 for the system to function well.
That is, with our system given in this article, 0.6T time
is needed for collecting energy at the source and 0.4T
time for transmitting information to the destination so
that the system can operate optimally (based on the
time division in Figure 2). Furthermore, via the use of
Monte Carlo simulation, the precision of the analytical
formulations and the effect of system parameters on

network performance were verified and examined. In
the future, we will apply the findings of this to deploy
multiple antennae at the source, destination, and/or
multiple jammers so that a diversity of transmitting
and receiving techniques can be used to boost the se-
crecy performance as well. To evaluate system perfor-
mance more realistically, additional transmission chan-
nels, such as the Rician and Nakagami-m channels, will
also be considered.
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