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1. Introduction

Abstract. In this paper, we study and demonstrate the

performance analysis of a device-to-device (D2D) com-
munication network. Specifically, a source node trans-
mits data to the destination node using the power bea-
con’s harvested energy in order to overcome the limited
energy budget. Besides, an eavesdropper located in the
prozimal region of a source is trying to overhear secure
information. Notably, both eavesdropper and destina-
tion are affected by co-channel interferences from other
sources when they utilize the same frequency. By con-
stdering the above discussions, we derived the closed-
form expressions for outage probability (OP), intercept
probability (IP), and secrecy outage probability (SOP)
in connection with using the system model. The derived
analytical expressions are then verified by utilizing both
simulation and numerical results. Finally, the inten-
sive parameters’ influences on the OP, IP, and SOP
are also tnvestigated.

Keywords
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Recently, in connection with the evolution of the fifth-
generation (5G), the research of Internet of Things
(IoT) is the main research work in over the world
[ 2, B, 4 B ©, [7]. Fortunately, a device-to-device
(D2D) communication network has emerged as a solu-
tion to enhance network performance (i.e., throughput)
by increasing the coverage region. Specifically, D2D
communication employing non-orthogonal multiple ac-
cess (NOMA) is expected to play an important role in
the 5G networks [§].

Further, IoT communications are also restricted
by their limited on-board energy. The replaced or
recharged battery is not always convenient or even im-
possible because it depends on weather conditions or
terrain, etc. Consequently, energy harvesting (EH) is a
technology for enabling autonomous, sustainable, and
green IoT communications. Recent research shows ra-
dio frequency (RF.) EH’s benefits in wireless networks
[9, M0, 1T, 12, 13, 14, 15, 16, 17]. In addition, the
co-channel interference also significantly influences the
system performance of the IoT networks. Moreover, in-
terference becomes an indispensable factor in wireless
communications, and it has been received significant
attention from researchers [I8] [19] 20} 21} 22]. Duy et
al. [18] investigated the secrecy performance of a co-
operative network consisting of multiple sources, one
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destination, and one eavesdropper under the impact of
co-channel interference. In [19], the authors adopted
transmit antenna selection (TAS) and harvest-to-jam
techniques to improve security and energy efficiency.
Eunhye et al. [20] maximized the achievable spectral
efficiency of a full-duplex system under the presence
of inherent interference caused by self-interference and
co-channel interference. In [21], the authors studied
the end-to-end performance of dual-hop cooperative
networks under the presence of co-channel interference
and hardware impairments. Concretely, they derived
the closed-form for the average channel capacity and
OP for the N-th best partial and opportunistic relay
methods. In [22], the authors investigated the out-
age probability (OP) in satellite communication net-
works under co-channel interference. Different from
[18] 19] 20} 211, 22] that only investigated interference in
a cooperative system, the authors in [23] studied the in-
fluence of co-channel interference in a PSK-chirp-BOK
multiuser system.

Besides the restriction on energy capacity and co-
channel interference, IoT communications are vulner-
able to eavesdropping attacks because of wireless net-
works’ broadcast nature. Consequently, physical layer
security (PLS) becomes a promising solution due to its
simplicity and effectiveness [24] [25] [26] 27]. Hieu et al.
[24] proposed a novel generalized partial relay selection
(PRS) protocol to improve a cooperative cognitive ra-
dio network’s secrecy performance in terms of non-zero
secrecy capacity and SOP. In [25], the authors inves-
tigated the PLS of reflecting intelligent surface (RIS)
on the downlink. Specifically, they derived the closed-
formed optimal transmit beamforming of the BS at a
fixed RIS phase shift. Nguyen et.al. [26] investigated
the security-reliability trade-off in satellite communi-
cation relaying networks in terms of OP and IP. Unlike
[24, 25| 26], which only studied the PLS in two-hop
relaying networks, [27] examined the PLS of multi-hop
multi-path cooperative wireless sensor networks.

Motivated by the above discussions, this paper pro-
posed and investigated the secrecy performance anal-
ysis of a power beacon-assisted D2D network in the
presence of an eavesdropper. Besides, the source node
is equipped with an energy harvesting circuit, and it
can harvest energy from a power beacon. The contri-
butions of this paper are listed as follows:

e We model a novel D2D communication for IoT
networks in the presence of an eavesdropper and
co-channel interference. Specifically, a source re-
ceives RF EH from a power beacon, and then it
uses the harvested energy to transmit data to the
destination. The eavesdropper is trying to inter-
cept the information from a source. Particularly,
both eavesdropper and destination are under the
influence of multiple interference sources.
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e By considering the above system model, we de-
rive the performance analysis for outage probabil-
ity (OP), intercept probability (IP), and secrecy
outage probability (SOP) to evaluate the trade-off
as well as the quality of the proposed system.

e Then, the mathematical results are validated
through simulations.

The rest of this paper is organized as follows. In Sec-
tion the system model of the D2D communication
for IoT networks is described in detail. Then, the OP,
IP, and SOP are analyzed in Sections[3. | The sim-
ulation results to clarify our analysis are indicated in
Section[4.] Finally, we conclude the important points
of the paper in Section

2. SYSTEM MODEL

As described in Fig. a source is equipped with an
energy harvesting circuit, and its energy can be har-
vested from a power beacon. Then, the harvested en-
ergy is utilized to transmit information from the source
to the destination in the presence of an eavesdropper E.
Notably, eavesdropper E is able to overhear informa-
tion from source S. Moreover, there are M interference
sources denoted by Iy,...,I,,..., Iy that make addi-
tional noises to the eavesdropper and the destination.
The energy harvesting and information transmission at
the source S are presented in Fig. Concretely, the
source can harvest energy during o', and it transmits
data to the destination during (1 — @)T. We assume
that the channels between two random users are block
Rayleigh fading.
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— + > Energy flow Co-channel interference

Fig. 1: System model.
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Fig. 2: IT and EH processes

2.1. Energy harvesting phase
Consequently, the average transmit power at S can be
found by

Es _ naTPslhps|’

Ps=a-gr = (-ar

= uPgs |hps|?,

(1)

where Pgp is the average transmit power at the power
beacon B, p = %, and 0 < n < 1 is the energy

conversion efficiency.

2.2. Information transmission phase

In this phase, the received signal at D and E can be
figured out as, respectively.

M
yp = hsprs + Z xr, h1,p +np,

(2)
n=1
M

yE = hsprs + Z x1, hr,p+ng. (3)
n=1

From , , and 7 the signal to interference and
noise ratio (SINR) at the destination D and eavesdrop-
per E can be respectively given by:

|hSD‘ ‘hgs‘ \If ,LLX‘I/
AZ+1
A Z \ha,pl” +1
(4)
,u|h5E| |h35| )\ /,LY\I/
ATJrl
A Z ha, B + 1
n=1
where U = PB LA = , X = |hSD|2|hBS|2aY =
2 M 2 M 2
hsel” |hps|? Z |h1nD| sand T'= 37 |hr,p["

n=1
Next, the received capacity at D and E can be thus
expressed as, respectively.

Cp=(1
Cp=(1-

a)10g2(1 +’)/D)v (5)
a)logy (1 + vg).

Remark 1: As in [I8], the probability density func-
tion (PDF) of random variables (RVs) Z and T can be
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obtained as, respectively.

Ap)™ s

fz(t) = mt exp(—Arpt),
)M (6)
fT(t) = mtju_l exp(—)\IEt),

where A\;p and A;p are the mean of RVs Z and T,
respectively.

3. PERFORMANCE
ANALYSIS
3.1. Outage probability (OP)

The OP at the destination can be calculated by:
{ uXv

OP =Pr(Cp < Cy,) =Pr

AZ+1° %"}

=Pr{pXV <y, (AZ +1)]
- /FX [W} X fz(t)dt
0

Cin
where 7,, = 20@ — 1 is the SINR threshold and Cj,
is the target rate.

As a result like in [28] 29], Fx(x) can be found by:

Fx(.r):l—z AspApst X Ki (2 /\SD>\BS$) (8)

where AgpandApg are the mean of RVs
|h5D|2and |th|27 respectively, and K, (e) is the
modified Bessel function of the second kind with vt"
order.

By substituting @ and into , the OP can be
derived as:

_ 1 _ 20ap)MVXspres \/)\SD/\BS
OF =1—= 2500

_ At+1
o tM exp (—A]Dt) X \/ %

Jo I, (2 AspAsswth(AtH)) &

ny
By changing the variable y = At + 1
rewritten by:

9)

, @ can be

OP=1-— 2\ p) M VYnAspABs
= (M_D)IAM /%

s [ iy = )M exp (—2p2)
X { e (2 /ASDA#[‘xljs’)’thy) dy

Here, we employ the Taylor series as following;:

2 x (-2p2)”
o) - £ 1
5 (11)

(*“ﬁ)’“ "

X exp (A2

(10)

g( 1) yr.
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By substituting into , we have:

OP —1— 2(\1p)™ VnAspAps < oxny [ M2
(M — 1)IAM /0 P\ A
O i
E\ A
> (1) Ll /XK o | ASDABSthY dy.
k=0 1 1 /’[/\II

(12)

By applying [33, 6.592.4], the closed-form expression
of OP in can be given by:

To address this issue, we will investigate SOP in an
approximate form. When ¥ — 400 , SOP in ([17)) can
be approximated as follows:

><jx

X T
SOPy_,o = Pr < ) = Pr ( < ’yth)
Zy
AT
(18)
where X = |hsp|®,Y = |hss|*.
Let us denote 2 = = X and & = % , equation (18] can

be re-calculated by:

SOPy_ 0o =Pr(Q x ® < y4p)

k+ M
oP=1- io: (_1)k(AIAD)k' exp (242 ) 00 .
=0 : _ Yen\ _ Vth (19)
_ ok =Pr(Q< = Fol— f@(l‘)dﬂ?
[XspX 3,0 [ AspA 0 ® x
X( SD BS’Yth) X G D SDABSYth
w¥ 1,3 w¥ ~M,k+1,k )’ 0
(13)
_— ai,..,a ) B . At first, we will find the CDF of Q) and PDF of ® as
where GJ%" | 2| b ’ ’bp is the Meijer G-function. ¢, o
’ 1y--+yYq

3.2. Intercept probability (IP)

The IP can be defined as [30]:

IP =Pr(Cg > Cyp)
=1—Pr(vyg <wn)-

=Pr(ve > vn)

(14)

Similar proof as OP case, the IP can be obtained by:

C0F () e (242)

k!

oo /\ )\ : —92k
— ASEABSYth
P=3%"1{ x (,/ 22 ) ,
k=0

3,0
xG13

ASEABSYth
nv

M, k+1,k )
(15)
where Agg is the mean of RV |h5E\2.

3.3.  Secrecy outage probability

(SOP)

As in [31], B2], the achievable secrecy capacity can be
computed as follows:

Csec = max (Cp — Cg,0), (16)
where C'p and Cg represent the received capacity at
the D and E, respectively. A secrecy outage occurs if
the achievable secrecy capacity is lower than the ca-
pacity threshold:

< ’Yth)

(17)

SOP =Pr (Csec < Cth) =Pr

1+ pX W
:Pr<AZ+1<f}/th .

1+9p
1+vg

pY v
L+ AT+1
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Fo(y) =Pr(Q<y) = P4§<@

3 (20)
= [ Fx(yt)fz(t)dt
0
Substituting @ into (21]), we have:
FQ(y) = I_M /tM*leXp (_)\SDyt _ A[Dt) dt.
(M —1)!
0
(21)

By applying [33, 3.351.3], can be formulated as:

)\ID

M
_ . 22
Aspy + /\ID) (22)

Fa(y) =1- (
Similar to Fo(y), the CDF of @ can be defined as:

Fp(z) = Pr (;T/ < ;v) = Pr (T < ifx)

Srer(r <) T (3o

00 (23)
(AIE)M / M—1 Aspt
=2 [t — 2R gt dt
(M —1)! B = 1E
0
M
_ )‘17’“3
Ase 4 Nrp )
From , the PDF of ® can be expressed as:
f (1‘) - ang(fL') o M)\SE‘ )\[El‘ M+l
® B or N )\1E$2 )\[EJL“F/\SE ’
(24)
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Finally, by substituting and into , the

SOPy_, - can be rewritten as:

SOPy oo = 1 — 252
00 N —M N —M-1

X fx2]\471 (:L' + s}\D’Yth) (:U + )\SE) dzx.
0 ID IE

(25)
By applying [33] 3.197.1], the closed-form expression
of SOPy_,, can be claimed by:

SOPy_yoe =1 M(m)%%i*smh)MB (2M, 1) x
- AIE Arp ’

2Fy (M4 1,2M32M + 151 - ApMene )

AIDASE
(26)
where B (z,y) is the Beta function, and o F («, 8;7; 2)
is the Gauss hypergeometric function.

4. NUMERICAL RESULTS

This section introduces the results by using Monte
Carlo simulation as in [34] [35] [36] to validate the ac-
curacy of the mathematic analysis, i.e., OP, IP, and
SOP. Concretely, the results are achieved by running
10° Rayleigh fading channels. The simulation parame-
ters are listed in Table 1.

Tab. 1: Simulation parameters.

’Symbol\ Parameter name \ Value
Cin Target rate 0.25
N EH efficiency 0.8
@ time-switching factor 0.5;0to 1
dps |Distance between B and S 1m
dsg |Distance between R and D 1m
dsp |Distance between S and D 1m
dig Distance between I and E 1m
drp Distance between I and D 1m
M Number of interference 1:3:6
sources
Transmit power to noise
A . . 1;3;5 (dB)
ratio at interference source
o T.ransm'lt power to 0 to 25 (dB)
noise ratio at source

In Figs. Bland [4] we plot the OP and IP as functions
of ¥(dB) with different number of interference sources,
where Cy, = 0.25bps/Hz,a = 0.5, = 0.8,andA =
1dB. First, as we can observe that the higher the ¥
value is, the better the OP can be claimed. Besides,
the IP is also proportional to the ¥ value. It will lead
to easy understanding since when we allocate more
transmit power for the source, both the destination and
eavesdropper can improve the reception rate. There-
fore, they have more chance to pass the rate threshold
to decode the signal successfully. Second, we also ob-
serve that increasing interference sources significantly
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influences the OP and IP. Concretely, both outage and
intercept performance are degraded with a higher value
of M.
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©
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(=}
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¢ Monte-Carlo Simulation
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Fig. 3: OP versus ¥(dB) .
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a
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? | T T
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T(dB)

Fig. 4: IP versus ¥(dB) .

Figs. [f] and [0] show the OP and IP as functions of «
factor. The time-splitting ratio plays an important fac-
tor a, where Cyj, = 0.25%, U =3dB,n =0.8,andM =
1. since it impacts the allocated time for energy har-
vesting and data transmission at the source node. It
can be seen that the outage performance is improved
to an optimal point with the increase of value, then it
becomes worse. It can be explained by the fact that
the higher « is, the more time is allocated for EH, but
it will lead to less time for information transmission
from source S to destination D, and vice versa. Thus,
there exists an optimal value of o value to maximize
the OP. Moreover, when the « value changes from 0.65
to 0.8, the OP and IP are both improved. The higher
A means more power is transmitted from sources of in-
terference, causing more critical effects directly on the
channel to the destination and eavesdropper.

With the generally analytical, Fig. [7] plots the SOP

as a function of o , where Cyy, = 0.2511’31'%§7 n=20.8, V=5
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dB, and M = 1. Like as Figs. [5] and [6] an optimal
value of a can be found to minimize SOP. For example,
when A=5 dB, the performance of SOP will converge
to the optimal value at « approximates 0.6, and then
the SOP value significantly increases when « extends
from 0.6 to 1. It can be understood that the value
of the difference between the received capacity at the
destination and eavesdropper is maximized at around
a equals 0.6, and then it will decrease. Further, it is
also observed that the higher the value of A is, the
poorer the secrecy performance will be obtained. It
can be explained that the higher the transmit power
at the interference sources, the lower the destination’s
data rate is claimed.

5. CONCLUSIONS

This work explored a cooperative relaying network with
a PB, an EH source, a destination under the presence
of an eavesdropper, and multiple interference sources.
Further, the energy of the source node can be harvested
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Fig. 7: SOP versus « .

from a PB to overcome the limited energy budget. Si-
multaneously, when the source transmits data to the
destination, the other sources also transfer information
using the same frequency, which creates more inter-
ferences to the destination and the eavesdropper. By
considering the above discussions, the closed-form ex-
pressions of OP, IP, and SOP will be derived at the
receiver to evaluate the performance of the proposed
system. Then, the Monte Carlo simulations are per-
formed to confirm the accuracy of the mathematical
analysis. The results show the trade-off between the IP
and OP. Specifically, the better the outage performance
is, the higher chance the eavesdropper can overhear the
information.
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